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ABSTRACT

CCS CONCEPTS

The interconnection of networks between several techno-socioeconomic sectors such as energy, transport, and communication,
questions the manageability and resilience of the digital society. System interdependencies alter the fundamental dynamics that govern
isolated systems, which can unexpectedly trigger catastrophic instabilities such as cascading failures. This paper envisions a generalpurpose, yet simple prototyping of self-management software systems that can turn system interdependencies from a cause of instability to an opportunity for higher resilience. Such prototyping
proves to be challenging given the highly interdisciplinary scope of
interdependent networks. Different system dynamics and organizational constraints such as the distributed nature of interdependent
networks or the autonomy and authority of system operators over
their controlled infrastructure perplex the design for a general prototyping approach, which earlier work has not yet addressed. This
paper contributes such a modular design solution implemented
as an open source software extension of SFINA, the Simulation
Framework for Intelligent Network Adaptations. The applicability
of the software artifact is demonstrated with the introduction of a
novel self-healing mechanism for interdependent power networks,
which optimizes power flow exchanges between a damaged and a
healer network to mitigate power cascading failures. Results show a
significant decrease in the damage spread by self-healing synergies,
while the degree of interconnectivity between the power networks
indicates a tradeoff between links survivability and load served. The
contributions of this paper aspire to bring closer several research
communities working on modeling and simulation of different domains with an economic and societal impact on the resilience of
real-world interdependent networks.

• Networks → Network properties; Network structure; Network reliability; Network manageability; Cyber-physical networks; • Computing methodologies → Modeling and simulation; • Software and its engineering → Object oriented frameworks; Integrated and visual development environments; Software
libraries and repositories; Software prototyping; Reusability;
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1

INTRODUCTION

The increasing interconnectivity of digital techno-socio-economic
systems puts at risk the resilience of society [14]: power networks
rely on communication networks for their control operations, while
communication networks are energized by the former ones and they
are vulnerable to cyber-attacks. Transport networks support maintenance operations of power and water networks. The latter ones
though feed power generation turbines. All these interdependencies challenge the manageability of unexpected events, e.g. system
failures. Their dynamics over interdependent and multiplex1 networks are fundamentally different and more complex than the ones
of isolated networks [1, 21]: cascading failures can coevolve and
spread from one network to the other causing unforeseen economic
damages and social unrest of an unprecedented impact [2, 14].
This paper studies how to design a domain-independent software
prototyping toolkit for modeling and simulation of self-management
systems that serve interdependent networks. In this context, a selfmanagement system can be a coordination mechanism that regulates the flow exchange between interdependent networks such
that the utility of both networks is maximized. For instance, selfhealing of two interdependent power networks can be the result of
managing a smart exchange of power flows.
1 Multiplex

networks share the same nodes in different layers [12], whereas interdependent networks allow connections between the nodes of different networks. The
latter provides a more general reference model in the context of this paper. Therefore,
for the sake of simplicity, the rest of this paper refers to the studied networks as
interdependent.
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Motivated by the limitations of related work [9, 31] reviewed in
this paper, the set of requirements for prototyping self-management
systems are the following: System dynamics from several application domains are supported in a modular and extensible way. A
self-management mechanism is implemented once and applied
in different networks of the same or different type. Both a micro (bottom-up) and macro (top-down) level design are supported,
meaning the flexibility to model individual network components as
well as the network at an operational level. The simulation design is
aligned with the distributed nature of interdependent networks observed in reality [41], meaning that networks remain autonomous
entities under the authority of their system operators, while coordination is performed via distributed computational models, which
are the actual realizations of self-management mechanisms. Finally,
such a toolkit should be designed for all involved communities and
as such, impact requires an open source software artifact accompanied with documentation, a graphical user interface (GUI) as well
as demonstration and application scenarios.
This paper introduces a novel software extension of SFINA, the
Simulation Framework for Intelligent Network Adaptations [35], that
meets the aforementioned requirements. The applicability of the
framework to prototype a novel self-healing mechanism for interdependent power networks that undergo cascading failures is
evaluated experimentally. The self-healing process performs load
reduction in the damaged network. The reduced load can be transferred via an interlink to the second healer network that plays the
role of a ‘reservoir’. The damaged network can recover the tranferred load from the healer network using a different interlink to
redistribute more efficiently the power flow. Given the challenge of
computing analytical equations for cascading failures under nonliner AC power flows, this process is modeled as a particle swarm
optimization, inspired by a battery model of earlier work [29]. The
optimization can be used for system analysis, operational planning
and, in some cases, for online regulation. An m − 1 contingency
analysis [20, 22, 39] with an AC power flow distribution over four
reference power networks shows that self-healing decreases the
damage spread, power cascade and damage correlation, with the
former and latter ones showing a significant decrease. Moreover, by
increasing the interdependencies, i.e. the number of interlinks between the power networks, the links survivability decreases, while
the served load increases.
The contributions of this paper are outlined as follows:
(1) A generic model to prototype self-management systems for
interdependent and multiplex networks.
(2) The extension of the SFINA simulation framework with a
modular implementation of the proposed model.
(3) An open source documented software artifact for use by a
broad range of communities.
(4) A novel self-healing mechanism against cascading failures
in interdependent power networks.
(5) An overview of the literature on modeling and simulation
for interdependent networks.
This paper is organized as follows: Section 2 introduces a modeling and simulation approach to prototype self-management systems
for interdependent networks. Section 3 illustrates the software engineering of this approach as an extension of the SFINA simulation
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framework. Section 4 shows how interdependent power networks
can self-heal from cascading failures and Section 4 illustrates the
experimental evaluation of this case study. Section 6 positions this
work to a broader context and makes qualitative comparisons with
other modeling and simulation tools reviewed in literature. Finally,
Section 7 concludes this paper and outlines future work.

2

SELF-MANAGEMENT OF
INTERDEPENDENT NETWORKS

This paper studies flow networks as temporal directed weighted
graphs that model at a fine-grained level several complex infrastructural networks such as water/gas networks, power grids, airline, transport and telecommunication networks. Temporal networks [16] model operational changes that rapidly occur in the
aforementioned systems. Directed networks denote the exact distribution of the flows, while weighted networks provide information
about the flow values as well as information about the physical
characteristics of the nodes and links, i.e. capacities. Flows may represent electrical power, information exchanged or moving vehicles
on roads. The domain dynamics of a flow network govern how flows
are distributed in the network, for instance the dynamics of the
Kirchoff’s physical law govern the distribution of power flows over
power lines. Optimization [43] and multi-agent simulations [17]
are common techniques to compute network flow distributions.
Under uncertainties and perturbations, for instance infrastructural cyber-attacks, maintenance operations or extreme weather
events, flow distribution can be disturbed resulting in high costs,
low quality of service and infrastructural damages [27]. This is
the case for power blackouts or traffic congestion. System operators can apply adaptive healing and repair strategies to prevent or
mitigate such a system unrest. The design and prototyping of automated, adaptive and online self-management mechanisms is the
focus of this paper. More specifically, this paper studies how software can be engineered for such mechanisms when flow networks
of the same and/or different types become interdependent. In principle, exchanging flows between two or more stable interdependent
networks plays the role of a negative externality and can cause network instability and disturbances. The goal of a self-management
mechanism for inter-dependent networks is to turn these negative
externalities into positive ones using distributed computational
intelligence. This rationale is inspired by earlier evidence for the
improvement of system reliability using an optimal interconnectivity level [2]. For instance, when a power grid undergoes a cascading
failure, power lines become overloaded and the served load in the
network is reduced by the blackout. Interconnecting an overloaded
node with a neighboring power grid to export power, while the
excess power in the second network is imported back at nodes with
no flows due to the blackout, is an example of a self-healing action
that a self-management mechanism can perform.
Figure 1 illustrates the proposed modeling and simulation approach to prototype self-management mechanisms for interdependent networks. Physical networks are considered as autonomous
entities, which is usually the case in reality: System operators manage their network infrastrure independently for security, safety
and economic reasons [41]. For instance, the system operators of
a railway network infrastructure rely on the system operators of
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the power grid to energize their infrastructure, however, railway
operators do not have direct control over the physical assets of
the power network and as a result coordination relies on manual
sharing of operational plans and schedules. This is also a common
practice for networks of the same type. For instance, national power
grids run their own nodal or zonal power markets [4], while they
can exchange power via special power lines referred to as flow gates
to reduce production costs, penetrate renewables and improve reliability, i.e. operating reserves [23]. Policies such as the elimination
of nuclear power production in Germany may require an increase
of electricity input from France, which raises concerns2 about the
outsourcing of future energy security in Germany.
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3

A SOFTWARE ARTIFACT FOR
INTERDEPENDENT NETWORKS

This section illustrates the SFINA framework as well as its software
artifact extension that supports the prototyping of self-management
mechanisms for interdependent networks.

3.1

The SFINA framework

The proposed model is implemented within SFINA3 , the Simulation
Framework for Intelligent Network Adaptations [35]. SFINA is a novel
modeling and simulation framework that supports the prototyping
of domain-independent regulatory and management systems for
flow networks. SFINA is an open source software implemented in
Java under the GPL-2.0 license and is accompanied with a GUI4 .
By using SFINA, a system developer along with system operators and policy-makers can prototype a self-management system
as a SFINA application once and evaluate it in different domains,
i.e. power/gas/water/transport networks, without changing the application logic. This is achieved during the modeling process by
separating the flow dynamics from the network topology. The computed flows over temporal directed weighted graphs can govern
different laws. SFINA is designed to minimize the fragmentation
and discrepancies between different simulation communities by
allowing the interoperability of SFINA with several other existing
domain backends. Figure 2 provides an overview of the SFINA open
source software backbone supported at this project phase.

sfina-net.org

Self-healing Interdependent Power Networks
https://github.com/SFINA/Self-healing-Networks

Coordinated Smart Transformers

https://github.com/SFINA/Smart-Transformers

Cascade

Given these constraints and challenges, the proposed model
introduces a distributed coordination network over which system
operators can prototype automated self-management mechanisms
for their interdependent infrastructural networks. In this coordination network, the nodes are the system operators, who have
under their authority the control operations of their infrastructural
network. The links are communication channels that manage the
underlying inter-dependencies between their infrastructural networks. The topology of the coordination network represents the
overall operational interdependencies and as such the coordination
topology provides a holistic modeling and simulation approach
for highly complex multifaceted application domains, for instance,
smart cities.
Note that in contrast to the actual physical flow networks that
reside under each node of the distributed coordination network,
the coordination network is a virtual (logical) network realized by
a software artifact that this paper contributes. The software can
run in distributed computational resources of system operators
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Figure 2: The current SFINA software backbone.
3 Avalaible

2 Available

Applications

Figure 1: Self-management of interdependent networks using a distributed coordination network. This paper contributes a modeling and simulation toolkit for evaluation
and prototyping of self-management systems.

and communication can be performed over the Internet or another
communication infrastructure dedicated for this purpose.

at http://sfina-net.org and https://github.com/SFINA/ (last access: March

2018)
4 Avalaible

athttps://github.com/SFINA/GUI (last access: March 2018)
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SFINA supports four domain backends for network flow calculations: (i) a theoretical disaster spread model [3], (ii) the MATPOWER [43] and (iii) the InterPSS [42] simulation packages for
power networks as well as (iv) the MATSim5 [17] framework for
agent-based transport simulations. Implemented applications include (i) general-purpose monitoring and measurements of the
network topology and flow [38], (ii) simulation of cascading failures in power grids [35], (iii) coordinated smart transformers for
self-repairable smart grids [36] and (iv) self-healing interdependent
power networks that is a contribution of this paper.
SFINA is built on top of Protopeer [11], a distributed prototyping
toolkit for the simulation and live deployment of distributed applications. Protopeer introduces two main entities, the Peer and the
Peerlet. Peers can communicate with each other by exchanging
messages and contain one or more peerlets that encapsulate the
application logic. SFINA is written within peerlets, i.e. ComputationalAgent and TimingAgent, with every network modeled by
one peer. Therefore, SFINA inherits all the functionality of the peers
such as timing, logging, communication as well as the capability to
make parallel and networked flow computations by running multiple peers in a live experiment. This distributed modeling approach
provides the flexibility to extend the SFINA functionality to support
interdependent networks as shown in Section 3.2.
Figure 3 illustrates how SFINA manages time. System runtime
begins with the bootstrapping time during which SFINA performs
initialization of the peers. The simulation time follows: Every peer
executes simulation steps during which a set of network flow computations are performed. Simulation steps are aligned with the clock
of the peers, therefore, in the simulation mode of Protopeer, a global
clock progresses the simulation steps, whereas in the live mode
every peer has its own clock and time progresses asynchronously.
Within a simulation step, several algorithmic iterations of network
flow recomputations are performed as a result of processed events.
For instance, a power cascading failure can be simulated by an
iterative algorithm that recomputes flow redistributions as a result
of power lines failing when exceed their capacity. In contrast to
the simulation steps that are fixed and managed by the SFINA core,
iterations are a result of application logic.

System Runtime

Start
Bootstrapping

End

Simulation Runtime

…

Simulation Steps

…
…

Iterations

…

Figure 3: Time management in the SFINA framework.

More information about the SFINA architecture is available in
earlier work [35] and in documentation6 for application and core
developers.
5 Available
6 Avalaible

at http://www.matsim.org (last access: March 2018)
at https://github.com/SFINA/Manual (last access: March 2018)

3.2

Software extension for interdependent
networks

Figure 4 illustrates the UML system design of the interdependent
networks model illustrated in Section 2. The model is designed as
a layer extension of the SFINA framework, therefore, all earlier
SFINA functionality is fully supported without introducing any
changes on how single-network SFINA applications are developed.
The topology and flow information of the interlinks is stored in separate files. For the overall higher modularity and reusability of the
SFINA framework, the primary SimulationAgent is split into the
ComputationalAgent and the TimingAgent, which in synergy
perform all the earlier operations of the SimulationAgent [35].

Figure 4: The UML system design of the interdependent
networks model implemented in the context of the SFINA
framework.
The components of the SFINA extension for interdependent
networks are outlined as follows:
• CoordinationAgent: It resides on each peer, which has a
network that shares interlinks with networks of other peers.
It communicates with these other peers by exchanging messages that orchestrate the time progression and flow computations of the simulation. The CoordinationAgent extends
the peerlet TimingAgent and notifies the ComputationalAgent when to progress the next simulation step. The
CoordinationAgent is an abstract class implemented according to the template method pattern to support different
coordination mechanisms given the application scenarios
and protocols to which system operators agree to adhere
in real-world scenarios. The software artifact supports the
following coordination mechanisms at this stage:
– TokenCoordinator: The interdependent networks perform their operations in a cyclical fashion by passing a
token to the next peer ID.
– AsynchronousCoordinator: The interdependent networks
compute their operations in parallel by either simulating network latencies via the respective Protopeer interfaces [11] or by deploying Protopeer in live mode.
• ConflictResolutionAgent: It resolves conflicting events for
the CoordinationAgent, for instance, competing flow exchanges over an interlink. Conflicts resolution is performed
in a deterministic way by implementing rules.
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• Message: The CoordinationAgent realizes coordination
via messages extending the Protopeer Message. New message types can be defined for coordination functionality
beyond the one in the TokenCoordinator and the AsynchronousCoordinator. Any basic coordination functionality relies on the following three messages, while the TokenCoordinator additionally uses the TokenMessage:
– ComputationDoneMessage: A peer with a network notifies another peer with which interlinks are shared that
its flow computations are complete, i.e. iteration ended.
– TimeProgressionMessage: A peer with a network notifies another peer that its ComputationalAgent is progressed to the next simulation step, i.e. all iterations are
complete.
– EventMessage: A peer with a network notifies another
peer with which interlinks are shared about events triggered via their interlinks.
– TokenMessage: This message is passed by a TokenCoordinator to the TokenCoordinator of another peer when
the ComputationalAgent completes its computations.
The interactions between the involved components in the SFINA
extension are the following (Figure 4):
(1) The ComputationalAgent follows the observer design patter and when it completes its computations, it calls the computationDone() method of the CoordinationAgent inherited from the TimingAgent.
(2) The CoordinationAgent adopts the state design pattern to
determine via progressTo() the next action (ProgressType)
of the ComputationalAgent: (i) initiates another iteration
of computeNetworkFlows(), (ii) advances to the next simulation step or (iii) remains idle.
(3) The CoordinationAgent has a ConflictResolutionAgent
to resolve event conflicts by calling the method resolveConficts(List<Event> l).
(4) The two extensions of the CoordinationAgent, namely
the TokenCoordinator and AsynchronousCoordinator,
make use of the extended Message classes to orchestrate the
network flow computations between peers.
The process flow lifecycle of the CoordinationAgent is illustrated in Figure 5. During the sensing phase, the CoordinationAgent is called by the ComputationalAgent and the CoordinationAgent of other peers. In the actuating phase, the CoordinationAgent determines the progress of the iteration or simulation step,
triggers the next network flow computations and communicates
with the CoordinationAgent of the other peers.
The coordinated time progress of the simulation is performed by
the TokenCoordinator or the AsynchronousCoordinator that
extend the CoordinationAgent and overwrite the progessTo()
method. Both coordinators implement the coordination logic for
progressing simulation time in the readyToProgress() method.
Algorithm 1 illustrates this logic for the TokenCoordinator.
Progress to the next iteration is performed when the network
flow computations do not converge (line 2-3 of Algorithm 1), e.g. a
power network undergoes cascading failures or new events from
interdependent networks are received. Progress to the next simulation step is performed when the network flow computations are
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(a) Sensing

(b) Actuating

Figure 5: The process flow lifecycle of the CoordinationAgent to progress simulation. All peers are equipped with
a ComputationalAgent as well as a CoordinationAgent in
case they share interlinks with networks in other peers. (1)
The ComputationalAgent calls computationDone(). (2) Incoming coordination messages may be received by peers
with which interlinks are shared. (3) The CoordinationAgent determines the simulation progress (ProgressType) by
calling progressTo(). (4) Outgoing coordination messages are
sent to peers with which interlinks are shared. (5) In the
next simulation step or iteration, the network flows are computed.

Algorithm 1 The logic of readyToProgress() in the TokenCoordinator.
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:
14:
15:
16:
17:

if has token then
if network flow computations do not converge then
progress to next iteration
else
if other networks are converged then
if is first network then
progress to next simulation step
else
send token to next network
end if
else
skip next iteration
end if
end if
else
do nothing
end if

complete, i.e. no more iterations are required, and the TokenCoordinator holding the token resides on the leading peer (line 5-7 of
Algorithm 1). Iterations are skipped when computations in other
networks are in progress (line 11-12 of Algorithm 1). The token is
passed to the next peer after computations are complete (line 8-9
of Algorithm 1).
Algorithm 2 illustrates the coordination logic of the AsynchronousCoordinator. The logic of the simulation progress requires completion of all network flow computations (line 1 of Algorithm 2).
The criteria for progression to the next iteration (line 2-3 of Algorithm 2) or simulation step (line 5-6 of Algorithm 2) are the same
with the ones of the TokenCoordinator.
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Algorithm 2 The logic of readyToProgress() in the AsynchronousCoordinator.
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:

if other network flow computations are complete then
if network flow computations do not converge then
progress to next iteration
else
if other networks are converged then
progress to next simulation step
else
skip next iteration
end if
end if
else
do nothing
end if

The key difference between the TokenCoordinator and the
AsynchronousCoordinator is the order of the network flow computations among the interdependent networks. The TokenCoordinator introduces a sequential order, whereas the AsyncronousCoordinator does not define an order, which can be a result of different
asynchronous clocks in each peer i.e. distributed simulation with
the live Protopeer deployment. Visualization of interdependent
networks is supported by the SFINA GUI as shown in Figure 6.

Figure 6: Visualization of interdependent networks via the
SFINA GUI.
A demonstration of the software artifact is made available7 to the
community. It contains a user guide, visualizations, an executable
as well as a virtual machine. The demonstration concerns the simulation of cascading failures over self-healing interdependent power
networks, which is the case study illustrated in Section 4.

4

SELF-HEALING INTERDEPENDENT
POWER NETWORKS

This section introduces a case study on interdependent power networks to demonstrate the proof of concept and usability of the
SFINA extension for prototyping and analysis of self-management
systems. A self-healing mechanism is introduced to mitigate cascading failures in a damaged power transmission network, while
using a second healer network as an operating reserve, from which
7 Available

at http://sfina-net.org/shared/SFINA.zip (last access: March 2018).
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power flow can be received or sent. In other words, the healer network acts as a ‘battery’ reserve. Such a coordination scenario is
applicable in real-world, e.g. multi-area optimal power flows [41],
though it is studied here in the new context of cascading failures.
Moreover, exploring the mitigation potential of interdependent
power networks against cascading failures does not require additional costly infrastructure in the individual networks, in constrast
to using smart transformers [36] or backup generators [25].
A cascading failure is typically a result of power flow redistribution over parallel lines when one of these parallel lines is trimmed
by an event such as a cyber-attack or a system failure. The redistribution is a result of the physical laws that govern power systems.
The lines that overtake the flow redistribution are likely to become
overloaded and trimmed as well causing a further power flow accumulation and spread of the damage. A cascading failure can split
the network to several disconnected regions referred to as islands.
The self-healing mechanism is positioned within an earlier model8 [36] of cascading failures that computes the AC power flows of
damaged islands and performs various standardized load shedding9
strategies [32]. The self-healing mechanism operates in each island
and performs an automated (i) load reduction and (ii) load recovery without requiring manual interventions by system operators.
Load reduction is performed either by a load transfer to the healer
network if there is an available interlink in the island or by load
shedding. A combination of load transfer and load shedding can
be performed as well. The self-healing mechanism compensates
this load reduction in the damaged network by recovering load
from the healer network via the interlinks. Computationally, this
power flow exchange is modeled as a particle swarm optimization
problem and it is applied to every potential island caused by the
cascading failure. The optimizer maximizes load-reduction when
alternative load can be restored from the healer network under the
constraint10 that no damage is introduced in the healer network.
The proposed self-healing model can be used for a cooperative operational planning between the operators of interdependent
power networks, reliability post-analysis as well as online regulation of interdependent power flows. The latter scenario requires a
communication infrastructure and computational resources to meet
an almost real-time control. Such opportunities are addressed in
related work [13, 19, 40]. Earlier performance measurements of the
SFINA simulation framework confirm the computational feasibility
for an online applicability [35, 36].

4.1

Self-healing measurements

Self-healing over interdependent networks is evaluated with the
following customized metrics of a general mathematical framework
for measuring cascading failures [38]: (i) damage spread, (ii) power
cascade and (iii) damage correlation.
8 The

Algorithm 1 of the earlier work [36] outlines the exact AC power flow computations performed for the simulation of cascading failures. The implementation of the
algorithm is part of the SFINA application ‘coordinated smart transformers’ as shown
in Figure 2. The self-healing mechanism is positioned within this algorithm.
9 Load shedding is a limited disruption of serving electrical power to consumers. It is
actually the result of a blackout and it is performed in a controlled way by system
operators to prevent infrastructural damages and the further spread of the blackout.
10 This is feasible by generation curtailment [10, 18] or by compensating low power
generation from renewables [28].
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The damage spread concerns the probability of decreasing the
links survivability over the iterations of the cascading failure. Given
the number of survived links m̂i after the removal of link i and the
total links m, where m̂i ≤ m, the links survivability is defined as
m̂ i
m . The damage spread d t at iteration t is defined as follows:
dt =

Õ

Ft (x)∆x −

x

Õ

Ft −1 (x)∆x,

(1)

x

where x represents the links survivability and ∆x is the integration
step of the cumulative distribution function Ft (x) over the iterations
of the cascading failure.
The power cascade c t concerns the probability of progressing
the iteration of the cascading failure. It is defined as follows:
ct =

m
1 Õ
pi,t ,
m i=1

(2)

where:
(
pi,t =

1
0

if cascade progresses to t
otherwise

(3)

represents the progress or not of the cascade to the next iteration
after removal of link i.
The damage correlation r t (si,t , sj,t ) measures the Pearson correlation coefficient between the status of the links si,t and sj,t after
the removal of link i and j respectively, where ∀u ∈ {1, ..., |si,t |},
si,t,u = 0 for failure or 1 for survival.

5

EXPERIMENTAL EVALUATION

all m − 1 link removals. This analysis characterizes probabilistically
the overall network reliability and healing and is regarded a state
of the art evaluation method for power networks [20, 22, 39]. The
m − 1 contingency analysis is performed for two network settings:
(i) baseline, in which the damaged network is not connected to
the healer network and (ii) interdependent, in which the damaged
network self-heals in synergy with the healer network. The goal of
the evaluation is to confirm whether self-healing interdependent
networks achieve higher performance measured with the metrics
of Section 4.1 compared to the baseline setting.
Table 1 summarizes three experimental scenarios used in the
evaluation. Each scenario involves a damaged and a healer network
that are interdependent. The damaged network undergoes a cascading failure and requires healing. The healer network supports
the damaged network by exchanging power via bidirectional interlinks. They are chosen by a hyperparameter optimization using grid
search, with the objective to maximize the healing of the damaged
network while no damages are introduced in the healer network.
This section studies the self-healing performance under a varied
number of interlinks between the interdependent networks that is
referred to as interlink connectivity.
Table 1: Experimental scenarios and the networks involved
in the baseline and interdependent setting. Each interlink
connects the nodes i, j of the damaged and healer network.
Baseline Network
Scenario

Damaged

1

case-30

This section illustrates the implementation choices, the experimental settings as well as the evaluation results of the self-healing
mechanism for interdependent power networks.

5.1

2

case-39

Implementation and experimental settings

Four IEEE reference networks are used11 for the evaluation: (i) case30, (ii) case-39, (iii) case-57 and (iv) case-2383, where the numbers
denote the network size in number of nodes. Case-39 has capacity
information referred to as link rating. The rest of the networks use
the α parameter with α = 2.0. In this case, capacities are approximated by multiplying the α parameter with the initial power flows
in each power line when no network disruptions occur. All power
networks run AC power flow analysis except case-2383 that runs
DC power flow analysis for faster performance and convergence. In
all cases, the power flow analysis runs using the SFINA backend of
InterPSS [42], as illustrated in Figure 2. The self-healing mechanism
is implemented by extending the TokenCoordinator of the SFINA
framework. The coordination of load reduction and load recovery
between the damaged and the healer network is performed using
event messages.
The self-healing capability is evaluated by an m − 1 contingency
analysis that repeats the following process: a link is removed, the
power network undergoes a cascading failure, the metrics of Section 4.1 are computed at every cascade iteration, the network is
restored back to its initial state and the whole process repeats for
11 Available

at http://www.pserc.cornell.edu/matpower/docs/ref/matpower5.0/menu5.
0.html (last access: March 2018)

3

case-57

Interdependent Networks
Interlink

Damaged

Healer

1

case-30, i = 2

case-39, j = 2

2

case-30, i = 4

case-39, j = 4

1

case-39, i = 2

case-30, j = 2

2

case-39, i = 4

case-30, j = 4

1

case-57, i = 2

case-2383, j = 2

2

case-57, i = 4

case-2383, j = 4

Power flow exchanges over the interlinks are fixed to 60% of
the power flow of the nodes which each interlink connects. This
constant fraction emulates the power transfer distribution factors
that characterize such interdependent networks in reality [4]. Other
values tested do not change the main findings shown in this paper.

5.2

Experimental results

Figure 7 illustrates a visualization of a single instance (one link
removal) from the m − 1 contingency analysis for Scenario 1 and 2.
The nodes of the networks are colored according to the physical
entity they represent: (i) generator, which feeds the network with
power, (ii) bus, which transfers power flows or is the load (consumption source) in the network and (iii) slack bus, which balances
the power flow distribution by emitting or absorbing power flow.
The dotted links represent the interlinks, in contrast to the solid
links that depict the intralinks. For each Scenario 1 and 2, three
states are shown: (i) the initial state (iteration 1 of baseline), (ii) the
damage state (last iteration of baseline) and (iii) the recovery state
(last iteration of interdependent networks).
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Active Link

Interdependent Link
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Inactive Link

Generator

Bus

Slack Bus

(a) Initial state: deactivation of link 16 in case-30

(b) Damage state: cascading failure in case-30

(c) Recovery state: self-healing for case-30 via case-39

(d) Initial state: deactivation of link 23 in case-39

(e) Damage state: cascading failure in case-39

(f) Recovery state: self-healing for case-39 via case-30

Figure 7: Visualization of the initial, damage and recovery state in Scenario 1 and 2 that involve case-30 and case-39.
The initial state shows the removal of link 16 in Scenario 1 and
link 23 in Scenario 2, indicated with red color, which trigger a
cascading failure. The link removals result in the damaged state
with a large proportion of failing links. In the recovery state, the
number of removed links significantly decreases thanks to the
exchange of power flows between the interdependent networks.
Figure 8 illustrates the damage spread and power cascade of the
baseline and interdependent networks measured over the m − 1
contingency analysis.
In all scenarios of Figure 8a, 8c and 8e, the damage spread decreases significantly in interdependent networks compared to the
baseline. The most significant reduction is observed in iterations 2, 3
and 4. However, the damage may progress for a few more iterations
in Scenario 1 and 3 as a result of the power flow exchange between
the interdependent networks, which though keeps on average the
damage level lower than the baseline. In other words, the spread
of the cascade slightly increases, while the damage level decreases.
This is not the case in Scenario 2 in which the cascading failure
over case-39 terminates one iteration earlier.
In Figure 8b, 8d and 8f, the power cascade of the baseline and
the interdependent networks is shown. Two observations are made:
(i) The power cascade decreases, though a significant decrease is
only observed in Scenario 2. (ii) The self-healing process shows a
higher capacity to decrease the damage level rather than the power
cascade.
Figure 9 illustrates the damage correlation of the three experimental scenarios. The figure shows how correlated the failure or
survival of link pairs are during the m − 1 contingency analysis.
Projecting the heatmap values on the respective network topology
can provide insights about the localization of vulnerability in regions of the network, where nodes can be connected via interlinks
to nodes of other networks to alleviate regional damages. Exploring

this alternative approach to choose interlinks is out of the scope of
this paper and it is subject of future research.
A larger number of links with high damage correlation is observed in Figure 9a, 9c and 9e, where the baseline is illustrated. In
contrast, the interdependent networks of Figure 9b, 9d and 9f show
a significantly lower number of link pairs with high damage correlation. Pair of links with negative correlation denote that during
the m − 1 contingency analysis, one link survives and the other
fails. This is counter-intuitive to happen because the spread of all
the triggered cascades overlaps to a high extent.
Figure 10a illustrates the link survivability and Figure 10b the
relative load served, whose reduction denotes a blackout that leaves
citizens without electricity. In both figures, Scenario 1 is shown and
the percentage of interlink connectivity varies from 5% to 25%.
Figure 10 shows a trade-off: Higher interlink connectivity increases the incoming power flow in case-30 from case-39, which
causes a low decrease in link survivability. In contrast, the served
load increases as the load buses are energized by the interlinks via
alternative pathways.

6

COMPARISON WITH RELATED WORK

Based on the earlier comparative taxonomy of seven evaluation
keys [9], SFINA is classified as follows: (i) The modeling focus is on
both systems with interdependencies as well as individual system
analysis thanks to the modular and extensible interfaces of the
TimingAgent. (ii) The modeling of each physical network as well
as the distributed coordination network supports both a bottom-up
and top-down design strategy on the performed simulations. (iii)
Moreover, given that SFINA is by design domain-independent, i.e.
separation of system dynamics from network topology, several interdependency types can be modeled, i.e. physical, cyber, geographic
and logical. (iv) SFINA events can represent accidents, attacks as well
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Figure 9: Damage correlation in the three experiment scenarios.
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Figure 8: Damage spread and power cascade in the three experimental scenarios.

as failures, by using probabilistic models or empirical data encoded
in Event objects and data entries. (v) Given the flexible top-down
and bottom-up design of SFINA, i.e. a coordination network over
the interdependent networks, the course of events triggered cover
cascading, escalating, common cause and confined ones. (vi) The
data requirements of SFINA vary based on the complexity of the
simulated scenarios. For instance, in the case study of Section 4,
data about the topology, flows and the physical characteristics of
the network are adequate to perform the m − 1 contingency analysis. Further data can run more complex scenarios, e.g. historical
data about failures of network components. (vii) SFINA covers the
scenarios of information generation, failure analysis, vulnerability
assessment as well as mitigation, prevention and self-healing strategies demonstrated in this paper. Compare to the other methodologies illustrated in that comparative evaluation [9], SFINA provides
a superior coverage and flexibility over these evaluation keys as it
unifies several simulation methods such as agent-based modeling
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Figure 10: Healing in Scenario 1 under a varied level of interlink connectivity.

(peer-level), system dynamics (modular domain backends), complex
networks (modeling using temporal weighted directed graphs) as
well as hierarchical holographic modeling, i.e. a distributed coordination network over a system-of-systems.
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An earlier review [31] classifies modeling and simulation methodologies for interdependent critical infrastructures into empirical,
agent-based, system dynamics-based, economic and network-based.
The limitation to model and analyze component-level dynamics
and the challenge to obtain validation data characterize system
dynamics-based approaches. The calibration of utility functions
during which elasticity values are required limits the applicability of
economic approaches. Although the network topology determines
system functionality, topological approaches cannot sufficiently
model real-world interdependent networks [15, 30]. Moreover, modeling complex network flow operations can be computationally
infeasible unless distributed agent-based approaches are employed.
And this is the gap that the proposed model, implemented as extension of the SFINA framework, bridges. By combining system
dynamics, topological, flow and agent-based distributed approaches,
interdependent networks can be universally modeled and simulated
efficiently at different granularity levels, i.e. management level for
system operators to the level of the nodes and their domain-specific
physical characteristics that govern the flow distributions.
The vast majority of existing modeling and simulation tools for
interdependent networks are not open to the broader communities and they either serve commercial purposes or they are closed
and customized for the purpose of the conducted research. Such
software tools are reviewed in earlier work [31], for instance, NABLE, CIP/DSS, Aspen-EE, FAST, and CIMS [8]. The interoperation
of NPMT [5] or CIMS [8] with other tools is not straightforward,
while CISIA [33] relies on integrated commercial simulators, i.e.
PSCAD/ EMTCD, PSLF, and NS2. In contrast, SFINA is released
as an open source software and it is designed to play the role of
a universal integration framework for research communities of
different application domains.
Other relevant approaches [26] and software such as CISIA [7,
33] and I2Sim [24] adopt a macro-level design without modeling individual network components over which cascading failures
caused by interdependencies spread. The IRRIIS Generic Information Model defines a semantic model and ontology for interdependencies, which though introduces a significant modeling work
for users, who need to create complex domain representations.
I2Sim [24] relies on an information database to empirically reason
about a healthy operation and the impact of (cascading) failures.
Building a comprehensive and complete database of this scale can
be impractical or infeasible, in case of systems with a combinatorial
complexity and non-linear dynamics. In contrast, SFINA is modular
to support plugging of different domain backends, some of which
include state of the art toolkits for domain simulation, for instance,
MATPOWER for power grids or MATSim for transport systems.

7

CONCLUSION AND FUTURE WORK

This paper concludes that in contrast to related work, a generalpurpose and domain-independent prototyping of self-management
systems for interdependent and multiplex networks is feasible. On
the one hand, the inner system dynamics of individual networks
are simulated with state of the art toolkits with which SFINA interoperates. On the other hand, the distributed coordination network
introduced in this paper provides a modular and extensible artifact to process and manage complex events originated by network
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interdependencies. The prototyping of a novel self-healing mechanism for interdependent power networks within this open source
framework confirms its usability and also demonstrates its flexibility to support complex computational models, i.e. optimization of
load exchanges, m − 1 contingency analysis and measurements of
network resilience against cascading failures.
Future work concerns the extension of the built-in SFINA measurements with metrics on interdependent networks [5], the expansion of the rule-based models for conflicts resolution to more
sophisticated models, for instance, game theory models, as well
as, the enhancement of the visualization capability with graphical
layouts designed for interdependent networks [6]. Further case
studies with multiplex interdependent networks of different types
are ongoing work, along with the initiation of educational courses,
workshops and seminars for community building. The evaluation
of the self-healing mechanism for interdependent networks show
that improvements of the earlier known reliability tradeoffs [2, 21]
are feasible. Applying more complex distributed optimization [37]
and learning [34] techniques for self-healing promises turning the
risks of network interdependencies into opportunities for a highly
adaptive and resilient digital society.
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